
TUG Scam/Spam Recent Examples 
 

Example #1 is an e-mail received by Dean Beery. 
 
From: april parker <XXXXXXXXXX@gmail.com> 

Subject: Your Bill Receipt: Another Expense to Add to Your Burden ? , #@897654653423 

Date: February 12, 2024 at 9:04:50 AM EST 

To: undisclosed-recipients:; 
 

SERVICE DETAILS #@#@# 

   

SERVICE DETAILS #@#@# 

 

SERVICE DETAILS #@#@# 

 

SERVICE DETAILS #@#@# 

 

 

Gary
Cross-Out



Example #2 is an e-mail received by Al Williams.  
 

From: Natalia Salazar <XXXXXXXXXX@gmail.com> 

Date: Fri, Feb 9, 2024 at 10:26 AM 

Subject: Thank you for your order (#27881546) 

To: <XXXXXXXXXXXX@gmail.com>, <XXXXXXXX@gmail.com> 

 

Date - 09.02.24 

GEEK TECH 

Inv No - #27881546 

 

Hi, Alwms45 

We apologize for the delay and want to inform you that your account has been charged $ 451.46 for 
the renewal of the Jen 24 Network, which was scheduled for today. 

  

Plan details :  

Service : Jen 24 Network 
User : O4 - PC 

Validity : O2 years 
Product key : milx8TPi0NFeHmUH 

Total Value : $ 451.46 

  

Payment status : Successful 

 

The whole amount deducted will reflect within 24hrs. 
You can cancel this plan by calling us at least 24hrs in advance. 

+ I, 8.O I , 6 3<9 , 9 O>9 4 
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Example #3 is another e-mail received by Dean Beery. 
 
From: Crompton Alica <XXXXXXXXXX@gmail.com> 

Subject: WE ARE NEARLY TO HEAR THAT YOUVARE OUR NEW MEMBER OF PREMIER 

Date: February 2, 2024 at 2:30:20 PM EST 

To: undisclosed-recipients:; 
 

WE ARE NEARLY TO HEAR THAT YOUVARE OUR NEW MEMBER OF PREMIER 

 

WE ARE NEARLY TO HEAR THAT YOUVARE OUR NEW MEMBER OF PREMIER  

 

WE ARE NEARLY TO HEAR THAT YOUVARE OUR NEW MEMBER OF PREMIER  

 

WE ARE NEARLY TO HEAR THAT YOUVARE OUR NEW MEMBER OF PREMIER  

 

WE ARE NEARLY TO HEAR THAT YOUVARE OUR NEW MEMBER OF PREMIER  

 

WE ARE NEARLY TO HEAR THAT YOUVARE OUR NEW MEMBER OF PREMIER   

 

 

Gary
Cross-Out



Example #4 is a text message received by Gary Heisler. 
  

 
 
 
 



Example #5 is an e-mail received by Gary Heisler. 
 
Date: Fri, 26 Jan 2024 23:03:40 +0530 From: isabel wilkins <XXXXXXXXXXX@gmail.com>  
To: XXXXXXXXXXXXXX@gmail.comXXXXXXXXXXX@gmail.com, XXXXXXXX@gmail.com, XXXXXXXXX@gmail.com, 
XXXXXXXXXXX@gmail.com, XXXXXXXXXXXXX@gmail.com 
|| Hello Subscriber, || 
  
Your Subscription for Norton Security has been successfully renewed & updated. 
The Debited Amount will be reflected within the Next 24 TO 48 HRS on your A/C statement. 
  
PRODUCT INFORMATION 
  
Product Name            : Norton Security 
  
Expiration Date         : 1 Year  
  
Invoice NO.             : RFTGHY142536 
  
Price                   :  $ 356.99 
  
Payment Method          : [ Auto Renewal ] 
  
If you wish to cancel this Subscription then please feel free to Contact our Billing Department as soon as Possible. 
  
You can Reach us on +1 (833) 711-4314 
  
Regards 
  
Billing Team, 
 

 
Legitimate e-mail address from Norton Anti-Virus: 
 
norton@secure.norton.com 
 
  

Gary
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Example #6 is an e-mail attachment received by Gary Heisler. 
 

 



Example #7 includes several text messages received by Zach Erbaugh. 
 

 

 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 



Example #8 is a legitimate e-mail from the Social Security Administration. 
 

 
 

Help Us Slam the Scam 

 

National Slam the Scam Day 

March 7, 2024 

 

On National Slam the Scam Day and throughout the year, we give you the tools to recognize Social 
Security-related scams and stop scammers from stealing your money and personal information.  

Help protect your loved ones and people in your community this Slam the Scam Day by:  

• Educating them about government imposter scams. Let them know they shouldn’t be 
embarrassed to report if they shared personal information or suffered a financial loss. It is 
important to report the scam as quickly as possible.   

• Sharing our Scam Alert fact sheet and helping educate others about how to protect 
themselves.   

Report Social Security-related scams to the Social Security Office of the Inspector General (OIG). 

 

https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDEsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LnNzYS5nb3YvZnJhdWQvYXNzZXRzL21hdGVyaWFscy9FTi0wNS0xMDU5Ny5wZGY_dXRtX2NhbXBhaWduPW9pZy1zY2FtLTI0JnV0bV9jb250ZW50PXNjYW0tYWxlcnQtcGRmLWZlYjIwMjQmdXRtX21lZGl1bT1lbWFpbCZ1dG1fc291cmNlPWdvdmRlbGl2ZXJ5IiwiYnVsbGV0aW5faWQiOiIyMDI0MDIyMi45MDYwNDQ4MSJ9.CSdEa4n-bqOPlWWP0IOfpHI7sGx13T0PHTjXlmZ_fx8/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDAsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LnNzYS5nb3YvP3V0bV9jYW1wYWlnbj1vaWctc2NhbS0yNCZ1dG1fY29udGVudD1zc2EtbG9nby1mZWIyMDI0JnV0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMjIuOTA2MDQ0ODEifQ.n3mNBTTArHEXammYG8sJfS0JEaQqOIZSUOuXoQCRJ50/s/509425211/br/237505822069-l


Report a Scam 

 

Visit www.ssa.gov/scam for more information and follow SSA OIG on Facebook, Twitter, and 
LinkedIn to stay up to date on the latest scam tactics. Repost #SlamtheScam information on social 
media to keep your friends and family safe. 

  

 

 

Plan for the future, manage the present! 
With your free and secure my Social Security account, you can receive 
personal estimates of future benefits based on your real earnings, see 
your latest Social Security Statement, and review your earnings history. It 
even makes it easy to request a replacement Social Security Card, check 
the status of an application online, and much more, from anywhere! 

Log In 
Now 

 

Learn More 

  
 

  
 

 

 

Stay Connected with Social 
Security: 

  
     

 

  
 

Join the millions and discover 
your benefits! 

Open a my Social Security 
account. 

SUBSCRIBER SERVICES: 
Manage 

Subscriptions  |  Unsubscribe 
All  |  Help 

  

 

 

https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDIsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vc2VjdXJlLnNzYS5nb3YvaXBmZi9ob21lP3V0bV9jYW1wYWlnbj1vaWctc2NhbS0yNCZ1dG1fY29udGVudD1yZXBvcnQtYS1zY2FtLWN0YS1mZWIyMDI0JnV0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMjIuOTA2MDQ0ODEifQ.u8prqUqWi-zYbbSqfkhbqJ6fHr55rnXTffb31uE5s9E/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDMsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LnNzYS5nb3Yvc2NhbS8_dXRtX2NhbXBhaWduPW9pZy1zY2FtLTI0JnV0bV9jb250ZW50PXNjYW0tdXJsLWZlYjIwMjQmdXRtX21lZGl1bT1lbWFpbCZ1dG1fc291cmNlPWdvdmRlbGl2ZXJ5IiwiYnVsbGV0aW5faWQiOiIyMDI0MDIyMi45MDYwNDQ4MSJ9.OqnymqOsgH-joBmTRYyefQgzr18NIrUx7ulIoI-D9Hs/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDQsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LmZhY2Vib29rLmNvbS9vaWdzc2EvP3V0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMjIuOTA2MDQ0ODEifQ.GNtItN1e2-H7fZytEqSRKQSXhuNsrTpb_uHZprGyMwY/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDUsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vdHdpdHRlci5jb20vVGhlU1NBT0lHP3V0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMjIuOTA2MDQ0ODEifQ.KWBVdvb44bX4oq8Trmd5-BAs2x02EN3PtjUHUjilpDs/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDYsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LmxpbmtlZGluLmNvbS9jb21wYW55L3NzYS1vaWcvP3V0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSZ2aWV3QXNNZW1iZXI9dHJ1ZSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMjIuOTA2MDQ0ODEifQ.sPQxNUzHGe8vnAmKyy6Ch-Hr6RYy0IjrlJjLWKn5CVU/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDcsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vc2VjdXJlLnNzYS5nb3YvUklML1NpVmlldy5hY3Rpb24_dXRtX2NhbXBhaWduPW9pZy1zY2FtLTI0JnV0bV9jb250ZW50PWxvZ2luLW5vdy1mZWIyMDI0JnV0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMjIuOTA2MDQ0ODEifQ.mK1o_ovq7Bn-qg-wxUSXsua9X5z7X5dhwEyTNyc-31U/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDcsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vc2VjdXJlLnNzYS5nb3YvUklML1NpVmlldy5hY3Rpb24_dXRtX2NhbXBhaWduPW9pZy1zY2FtLTI0JnV0bV9jb250ZW50PWxvZ2luLW5vdy1mZWIyMDI0JnV0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMjIuOTA2MDQ0ODEifQ.mK1o_ovq7Bn-qg-wxUSXsua9X5z7X5dhwEyTNyc-31U/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDgsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LnNzYS5nb3YvbXlhY2NvdW50Lz91dG1fY2FtcGFpZ249b2lnLXNjYW0tMjQmdXRtX2NvbnRlbnQ9bGVhcm4tbW9yZS1mZWIyMDI0JnV0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMjIuOTA2MDQ0ODEifQ.vEVMZY53-ikfGdPJjVIGpaJ-Kv0nm0emME8jaKUXuNc/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMTUsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LnNzYS5nb3YvbXlhY2NvdW50Lz91dG1fbWVkaXVtPWVtYWlsJnV0bV9zb3VyY2U9Z292ZGVsaXZlcnkiLCJidWxsZXRpbl9pZCI6IjIwMjQwMjIyLjkwNjA0NDgxIn0.de-bU8kornlgx0jkECfKwnF3shr8pfMeVLjYGk5E9uM/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMTYsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vcHVibGljLmdvdmRlbGl2ZXJ5LmNvbS9hY2NvdW50cy9VU1NTQS9zdWJzY3JpYmVyL2VkaXQ_cHJlZmVyZW5jZXM9dHJ1ZSN0YWIxIiwiYnVsbGV0aW5faWQiOiIyMDI0MDIyMi45MDYwNDQ4MSJ9.3u7sWjC3CNkhPg8WrT8--4Oe9ycB2mkISSftC_fbt2k/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMTYsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vcHVibGljLmdvdmRlbGl2ZXJ5LmNvbS9hY2NvdW50cy9VU1NTQS9zdWJzY3JpYmVyL2VkaXQ_cHJlZmVyZW5jZXM9dHJ1ZSN0YWIxIiwiYnVsbGV0aW5faWQiOiIyMDI0MDIyMi45MDYwNDQ4MSJ9.3u7sWjC3CNkhPg8WrT8--4Oe9ycB2mkISSftC_fbt2k/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJxdWVyeV9wYXJhbXMiOlsidmVyaWZpY2F0aW9uIiwiZGVzdGluYXRpb24iXSwiYnVsbGV0aW5fbGlua19pZCI6MTE3LCJ1cmkiOiJicDI6Y2xpY2siLCJ1cmwiOiJodHRwczovL3B1YmxpYy5nb3ZkZWxpdmVyeS5jb20vYWNjb3VudHMvVVNTU0Evc3Vic2NyaWJlci9vbmVfY2xpY2tfdW5zdWJzY3JpYmUiLCJidWxsZXRpbl9pZCI6IjIwMjQwMjIyLjkwNjA0NDgxIn0.3C0z3axW-l1pRXNwFNL1wtf8DtpsPide6qrGFp_OnTU/s/509425211/br/237505822069-l?verification=5.12daf7438e3e2d48089922612ae5aade&destination=glheisler%40gmail.com
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJxdWVyeV9wYXJhbXMiOlsidmVyaWZpY2F0aW9uIiwiZGVzdGluYXRpb24iXSwiYnVsbGV0aW5fbGlua19pZCI6MTE3LCJ1cmkiOiJicDI6Y2xpY2siLCJ1cmwiOiJodHRwczovL3B1YmxpYy5nb3ZkZWxpdmVyeS5jb20vYWNjb3VudHMvVVNTU0Evc3Vic2NyaWJlci9vbmVfY2xpY2tfdW5zdWJzY3JpYmUiLCJidWxsZXRpbl9pZCI6IjIwMjQwMjIyLjkwNjA0NDgxIn0.3C0z3axW-l1pRXNwFNL1wtf8DtpsPide6qrGFp_OnTU/s/509425211/br/237505822069-l?verification=5.12daf7438e3e2d48089922612ae5aade&destination=glheisler%40gmail.com
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMTgsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vc3Vic2NyaWJlcmhlbHAuZ292ZGVsaXZlcnkuY29tLyIsImJ1bGxldGluX2lkIjoiMjAyNDAyMjIuOTA2MDQ0ODEifQ.hNj1N4Xzz5KeqUisQ40ZFT9IB_T-FpuboJdEpHgedvg/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDksInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LmZhY2Vib29rLmNvbS9zb2NpYWxzZWN1cml0eT91dG1fbWVkaXVtPWVtYWlsJnV0bV9zb3VyY2U9Z292ZGVsaXZlcnkiLCJidWxsZXRpbl9pZCI6IjIwMjQwMjIyLjkwNjA0NDgxIn0.CZalJgKThobS0L9TF_bl1CX2Bt9Wj7iZ-YNkW9qc77Q/s/509425211/br/237505822069-l
https://links.ssa.gov/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMTAsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vdHdpdHRlci5jb20vc29jaWFsc2VjdXJpdHk_dXRtX21lZGl1bT1lbWFpbCZ1dG1fc291cmNlPWdvdmRlbGl2ZXJ5IiwiYnVsbGV0aW5faWQiOiIyMDI0MDIyMi45MDYwNDQ4MSJ9.xPEVxj_DEQAxgAEDCJTuYeIbO1lJ86h0z-mPi1Ej8rM/s/509425211/br/237505822069-l
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